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Abstract - A major economic concern, money laundering
has had far-reaching effects on both individuals and financial
institutions throughout the last ten years. Because of either
technology developments or the rising sophistication of
criminal tactics, the industry’s current anti-money
laundering (AML) measures are either ineffective or both. An
expanded summary of the ML techniques used in the
literature to discover and evaluate money laundering
detection using transaction monitoring is given in this work.
This work delves into the "layering” aspect of supervised
learning for money laundering fraud prediction, aiming to
provide a rational and scientific approach to risk forecasting.
MLP and GCNs are the names of the deep learning-based
money laundering and fraud prediction models that are
suggested. Based on the Elliptic dataset, the experimental
results show that MLP-GCN achieved 98% and 97% accuracy
compared to the AML fraud prediction model currently
regarded as optimal, respectively, in comprehensive feature
modelling when compared to other DL models and
traditional algorithms.

Key Words: Anti-Money Laundering (AML), machine learning,
deep learning, Elliptic, Multi-Layer Perceptron, Graph
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1. INTRODUCTION

The predicate or underlying crime generates the funds that
will be used for money laundering, which begins with those
funds and ends with them being used safely or with minimum
risk [1]. Money laundering is when illicit gains are
transformed into legitimate assets. There have been far-
reaching effects on both society and financial institutions as a
result of money laundering in the modern era [2]. Most
techniques for making the source of money seem to be
legitimate and concealing their origins include three steps:
placement, layering, and integration [3]. The three steps
provide a framework, but they are not meant to be taken as
an absolute method; they are just a model [4].

The goal of AML legislation, practices, and policies is to
reduce the amount of illicit funds that criminals are able to
transform into legal assets. As an international institution, the
FATF is devoted to combating money laundering. There is a
new risk-based framework in place by the FATF thatrequires
banks to put an emphasis on client due diligence and
transaction monitoring [5]. Financial institutions are
obligated to monitor patterns and anomalies in client
transactions in order to continue risk assessment.
Consequently, they implement transaction monitoring. Alerts

are generated in a variety of systems by a variety of actions,
such as unusual transaction sizes, locations, changes in client
behaviour, or exaggerated wealth that differs from customer
reports. When an institution believes a customer's
behaviours are questionable, it files and sends suspicious
activity reports (SAR) to FIU. Due to the complexity of
identifying financial crime and the imposition of substantial
penalties, the task of transaction monitoring for financial
institutions has become more costly and challenging than
ever[4]. Systems for monitoring transactions usually use
principles to spot money laundering. Rules are basically if-
then statementing with thresholds that are predefined and
taken from past performance or business judgement. Money
launderers are constantly modifying their strategies to
exploit vulnerabilities and assault monitoring systems,
necessitating the continual validation and calibration of the
rules. There might be a labor-intensive component to this
operation, which could cause a delay. Furthermore, rule-
based systems may not be sufficient for recognising complex
transaction patterns since they are intended to detect single
transactions or simple transaction patterns. In contrast,
machine learning creates models that can independently
adjust to new data[6].

The difficulties with rule-based approaches have led to an
increased focus on ML to reduce false positives and provide
effective outcomes [7]. The institution's reputation can be
maintained, operational costs can be substantially reduced,
and regulators' requirements can be satisfied through the use
of ML approaches. The unique features of the transactional
data have a major impact on the method's efficacy, thus it's
critical to recognise the benefits and drawbacks of algorithms
when using them to identify money laundering. Principally,
supervised and unsupervised ML methodologies have been
implemented to identify instances of money laundering[8]. A
labelled dataset facilitates the evaluation of supervised
approaches; however, high-quality labels are necessary.
Unsupervised methods are more capable of adapting to
differences in customer behavior and identifying suspicious
activity than supervised methods [9][10][11]. A detection of
AML activities is critical in combating financial crime and
maintaining the integrity of financial systems. With the
advent of cryptocurrencies and the increasing complexity of
financial transactions, traditional AML methods are becoming
less effective. This study uses MLP and GCN models and the
rich datasets from Elliptic to find out and forecast illicit
transactions. The development of this research is to extend
the efficiency of machine learning in detecting AML and give
the financial organizations and the regulatory bodies efficient
ways to accurately detect and reduce money laundering in
the short time. The fact that such models have demonstrated
their capacity to handle, analyze and solve large and lasting
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data, strengthens the understanding of their promise to
revolutionize AML. The contributions of the paper as:

e The paper leverages the Elliptic Dataset for the
purpose of anti-money laundering (AML) prediction.
This dataset, comprising transactions from the
Bitcoin blockchain, has not been thoroughly
explored in machine learningliterature, particularly
for AML applications.

e The study conducts a comprehensive comparative
analysis of two advanced machine learning
algorithms: MLP and GCN. The merits and
limitations of each approach in the context of AML
are emphasised in the paper by employing these
algorithms to the same dataset.

e The paper emphasizes the importance of feature
reduction in handling the large and complex Elliptic
Dataset. It details the preprocessing steps taken to
ensure that the models can efficiently handle the
data  without compromising performance,
demonstrating effective techniques for feature
selection and reduction.

e A novel methodological approach is employed by
splitting the dataset temporally. This means that the
training and testing sets are divided based on time-
steps, simulating real-world scenarios where models
are trained on past data to predict future
transactions.

e Both MLP and GCN models demonstrate high
performance according to recall, F1-score, accuracy,
and precision.

e Apaperbenchmarks a performance of MLP and GCN
against other existing models such as MDGC-LSTM,
Random Forest, C4.5, and KNN. This comparative
analysis underscores a superior performance of a
proposed models, providing a clear understanding of
their advantages and potential for real-world AML
applications.

1.1 Organization of paper

Here is a summary of the remaining portion of the paper.
Section 2 provides a summary of relevant studies on the
subject. Section 3 lays out the performance evaluation
criteria, methodology, models, and flow diagram. Section 4
includes a comparison, the findings, and some remarks.
Section 5 presents the study's conclusions and discusses
potential next steps.

2. LITERATURE REVIEW

This section offers a literature overview on a topic of using
DL and ML methods to combat cryptocurrency fraud and
money laundering. Numerous researchers have sought to
decrease a negative impact of money laundering by
forecasting the risks involved with these transactions using
statistical and classical ML techniques.

In, Cardoso et al, (2022) makes a novel suggestion to
improve the detection of money laundering via transactions.

We then use Random Forest (RF) to foretell instances of
questionable activity related to money laundering. The RF
model's predictive performance was 86% accurate when
oversampling was used, and 92% accurate when
undersampling was used [12].

In, Ketenci et al.,, (2021) using two-dimensional depictions of
monetary transactions to provide a new set of features
derived from time-frequency analysis. The effectiveness of
the findings in realistic settings is shown by testing the
RF algorithm on actual financial data. The F-score was
59.05% and the FPRwas 14.9% when time-frequency
characteristics were used independently. Incorporating
transaction and CRM variables results in an enhanced F-Score
of 74.06% and a FPR of 11.85%(13].

In particular, Labanca et al.,, (2022) comparison between the
techniques implemented in this work and the latest
unsupervised and supervised methods that are frequently
employed in the AML domain. Our findings indicate that
RF and Amaretto Isolation are the most effective methods for
the given job. On average, the former has a detection rate of
0.793, which is 30% better than the latter, and its AUROC is
0.9, which is 20% better[14].

In, Chen et al, (2021) an innovative technique for
determining the anomaly score threshold, called RFT, was
used to create two autoencoder model variants: the single-
loss and multi-loss VAE, as well as a GAN. This approach
improved the performance of a model. Test outcomes shows
that a FPR may decrease to 7% when using the suggested
multi-loss AE model. had a successful accuracy rate of 93%, in
comparison[15].

To ease the task, this study, Tai and Kan, (2019) develops a
two-stage intelligent approach that utilises ML and data
analysis approaches. The first stage of the built-in intelligent
technique obtains a recall rate of 26.3%, according to
assessments done using data supplied by Bank Sino Pac. This
is three times more than the 8.6% recall rate of the Money
Laundering Control Act in Taiwan. The second stage allows
for an improvement of 87.04% in the precision rate[16].

In, Drezewski et al., (2012) uses analysis of bank statement
cash flows to train an ANN to identify money laundering
trends. The results establish the viability and reasonableness
of the NN-based approach to cash flow analysis by
demonstrating the ANN's high efficiency in detecting patterns
of money laundering[17].

Despite advancements in machine learning for detecting
money laundering, key research gaps remain. Current
methods, like Random Forests and neural networks, struggle
with high false positive rates and varying recall rates across
different datasets. The integration of transaction and CRM
features and novel thresholding methods show promise but
need further validation and scalability. There's a need for
more adaptive, interpretable, and universally applicable
models to effectively combat evolving money laundering
tactics.
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Table -1: Related work for money laundering prediction

Refe. Methadology Achievements/results Limitation/future work

[18] | Random Forest (RF) with e RF with oversampling: 86% accuracy o Need to test on larger and more diverse
oversampling and e RF with undersampling: 92% datasets
undersampling accuracy o Explore other resampling techniques for

further improvement

[13] Time-frequency analysis ¢ Time-frequency features: 14.9% FPR, o Integrate additional contextual features to

and Random Forest 59.05% F-Score enhance detection
e Combined features: 11.85% FPR, e Real-time implementation and scalability
74.06% F-Score need assessment

[14] Isolation Forest and e Isolation Forest: AUROC 0.9 (20% e Compare with more diverse state-of-the-art

Random Forest (Amaretto) better on average) techniques
¢ Random Forest: Detection rate 0.793 o Explore hybrid models combining isolation
(30% better on average) and random forests

[15] | Autoencoder (single-loss e Multi-loss AE: FPR drops to 7%, 93% e Extend evaluation to different financial
and multi-loss VAE) and accuracy datasets
GAN with RFT e Optimize computational efficiency for real-

time use
[16] Intelligent two-stage e Phase 1: Recall rate 26.3% (3x higher e Improve first phase precision without

process based on data than current law)

analysis and ML e Phase 2: Precision rate up to 87.04% ¢ Enhance model adaptability to evolving

sacrificing recall

money laundering tactics

[17] | Artificial Neural Network e High efficiency in identifying money

(ANN) analyzing cash flows laundering patterns

o Validate on larger and more varied datasets

o Investigate interpretability of ANN decisions
and outputs

3. METHODOLOGY FOR ANTI-MONEY LAUNDERING

We discuss the experiments that were conducted using the
Elliptic dataset in this section. We begin by investigating the
categorization of these datasets after appropriate feature
reductions using a variety of ML methods, such as GCNs and
MLPs for AML prediction.

==

.

Fig -1: Flowchart of methodology

An above figure 1 shows each step of methodology for anti-
money laundering prediction. The detailed analysis of each
phase discussed below:

© 2023,IRJET | ImpactFactor value: 8.226 |

ISO 9001:2008 Certified Journal |

3.1 Dataset and Preprocessing

The Elliptic Dataset1 is used for the purpose of evaluating
the algorithms' effectiveness in identifying transactions
connected to money laundering. This is due to the fact thatit
is the most comprehensively sampled publicly available
dataset that contains information regarding the legitimacy of
transactions, and it has not yet been extensively investigated
in the ML-literature. Additionally, Elliptic, a company that
specializes in the detection of financial crime in
cryptocurrencies, has released the dataset, which enhances
the data's reliability by collaborating with financial
institutions and law enforcement. Close inspection reveals
that the information comprises 49 graphs culled by a Bitcoin
blockchain at different points in time. On display here are
directed acyclic graphs covering two weeks' worth of
transaction data. Additionally, every graph incorporates
following linked blockchain transactions, beginning with a
single transaction. As seen graphically in Figure 2:

@ licit
® llicit
© unknown

t=1 t=49

Fig -2: Structure of the dataset

! Available at https://www.kaggle.com/ellipticco/ellipticdataset
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Each node in the network, as shown in Figure 2, displayed
a Bitcoin transaction, and edges show a movement of
Bitcoins. Figure 2 illustrates the division of the dataset into
three categories: licit, illegal, and unknown. However, the last
group is notincluded while developing or evaluating the ML-
model. There are two main causes behind this. First, there
must be a ground truth for every data point as all the
algorithms used in the study relied on supervised learning.
Some transactions do not have an appropriate label,
rendering unsupervised learning useless. Secondly, the
creator does not have access to the computing power or other
hardware resources that would be required to make it
functional. Figure 2 therefore displays the modified dataset,
which has been stripped of the unfamiliar transactions.

108 Dataset Class Distribution

Number of transactions

Ilicit Licit
Category

Fig -3: Distribution of the nodes in the adapted dataset

There were 46,564 transactions in the modified Elliptic
Bitcoin Dataset, with 4545 beingillicit and 4,2019 being licit,
as shown in Figure 3.

3.1.1 Nodes and Edges

There are 203,769 transactions at nodes and 234,355
edges in a graph network that show how payments are made
between nodes based on elliptic data. The data set is
classified as having 2% illegal transactions (4,545 nodes) and
21% legal transactions (42,019 nodes), as shown in Table 2.
The characteristics of uncertain labels accompany the
surviving nodes. The complete Bitcoin transaction graph on
the Blockchain is considered to include a graph network
containing elliptic data as a sub-graph.

Table -2: Elliptic data set description

3.1.2 Features

There are 166 attributes connected with each node in the
utilised transaction graph. The initial 94 features refer to the
local characteristics of a Bitcoin data, like fees, volume, and
timestamps. The remaining features reflect aggregated
numbers, such as the average amount of Bitcoin received or
spent by the inputs and outputs.

Train Set

Test Set

Fig -4: Elliptic data set with the train and test sets

Elliptic data set with the train and test sets separated, as
shown abstractly in Figure 4. The labelled nodes stand in for
the time steps. There is a distinct time-step for every linked
graph.

3.1.3 Temporal Information

Each of the 49 time-steps in the elliptic data set is
associated with a different transactional network. The Bitcoin
blockchain records transactions every three hours, and these
transactions are represented by time-steps, which form a
connected graph network. A two-week period is often used to
separate these time-steps. Furthermore, there's not a single
edge connecting the graphs of any two different time-step
pairs. The train and test sets are divided in this experiment
according to a certain time frame. The data from the
remaining time-steps is included in the test set, which is
represented by the labels of the nodes in Figure 4, while the
train set, which includes the data from the first 34 time-steps,
is shown. In addition, the five most recent time steps by a
training set make up a validation set.

Transactions Licit Micit Unknown
Train set 26432 3462 106371
Test set 15587 1083 50834
Total 42019 4545 157205
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Fig -5: (Top) A percentage of nodes at various time steps
in the dataset that are illegal compared to those that are
licit. (Bottom) Relationship between node count and time
step.

Every time step has a relatively constant number of nodes,
somewhere from 1,000 to 8,000. See Figure 5.

3.2 Benchmark Machine learning Methods

In this paper have used two machine learning algorithms
(MLP and GCN) on Elliptic data for anti-money laundering
prediction.

3.2.1 Multi-Layer Perceptron (MLP)

Figure 6(a) shows the most famous neural network
architecture, which is the multi-layered perceptron (MLP).
Nodes in this design are grouped into layers and linked to one
another across adjacent levels. In particular, a k-th layer's
calculations may be expressed as [19]:

x ) = J(W(k)x(k_l) + b(k)) e (1)

The input of layer k is represented by x(k) € Rp(k),
which is equivalent to the p(k) nodes of the NN. Full
connection among a (k — 1)-th and k-th layers is made
possible by the weights W(k) € Rp(k) X p(k—1) and a bias
vector b(k) € Rp(k). The output becomes non-linear due to
the activation function o, which allows for complex
representations. Specifically, for a sample in D, the input
feature is x(0) [8].

R Vo) !
D D |
PG @D ) |
P GEDA T IEDEERGEDA T A |
O oL

(b)

Fig -6: (a) A three-layer model of MLPs, including an input
layer, hidden layers, and an output layer. (b) Input x (k-1)
is sent via the convolution filter W(k) ¢, which then
produces the c-th channel of x (k).

A fully connected (FC) layer is another name for the layer
in Eq. (1). Neural networks may build more intricate
representations of the input by stacking more FC layers.
There is a forward propagation stage that runs calculations
by a first (input) layer to a final (output) layer in order to get
predictions. A neural network's parameters ©@ = {W(k), b (k)}
may be optimized by updating them in the inverse order
during a backward propagation step.

3.2.2 Graph Convolutional Networks (GCN)

A growing number of researchers are interested in deep
learning's application to graph-structured data [20][21].
There has been a lot of progress in solving the scalability
problems caused by the combinatorial complexity of graph
structures, which is an issue for real-world applications
[22][23][24]. More especially, GCNs are taken into account.
Similar to a perceptron, but with the addition of a
neighborhood aggregation step inspired by spectral
convolution, a GCN is composed of several layers of graph
convolution.

N represents a collection of transactions at the nodes,
while E represents a set of edges that indicate a flow of
Bitcoin. Therefore, the Bitcoin transaction graph by an Elliptic
Data collection can be represented as G = (N, E). Inputs to the
I-th GCN layer include an adjacency matrix A and a node
embedding matrix H(l). Outputs, which are weight matrices
W(1), update the node embedding matrix to H (1+1). When
we do the math’s, we write[25] (2):

HUD = g(AHOWW) e (2)
where A is defined as (3) and represents a normalization
of A:
11 . -
A=DZAD 2 A=A+1D = diag(z Aif) e e (3)
7

The activation functions, usually ReLU, are implemented
in all levels except an output layer using o. A first embedding
matrix, H(0) =X, is given by the characteristics of the nodes.
Assume that there are L convolutional layers in the graph.
The softmax, with H (L) representing prediction probabilities,
is the output layer for node categorization.

Adam is an optimizer that we use in our experiments; itis
a method for minimizing a loss function that combines
momentum with adaptive learning rates. Weight decay is a
regularization approach that we use as a parameter
optimization tool. It helps limit the model complexity and
reduces a danger of overfitting. Finally, we activate a model
using a ReLU. The incorporation of nonlinearity and the
enhancement of the capacity to capture complex correlations
within data are common goals of this method when using DL

4. RESULTS ANALYSIS AND DISCUSSION

This section shows the result of applying both machine
learning algorithms to the study on anti-money laundering.
Each algorithm experimental results are discussed below.
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4.1 Evaluating Model Performance

The variety of performance measures available makes
classification model evaluation a challenging task. The
current investigation depends on a binary classification
model that uses the numbers 1 (money laundering) and 0 (no
money laundering) to forecast whether a transaction will
include money laundering or not. One of numerous possible
outcomes may be used to classify a given observation.
Equation (4-7) sets forth the computational formulae for
various assessment metrics:

Accuracy: One simple metric for accuracy is a proportion
of accurate classifications (TP + TN) to a total number of
observations.

TP + TN
TP + TN + FN + FP™°

(4)

Accuracy =

Precision: Accurate positive predictions inside the positive
class are measured as precision. Precision is best understood
as follows, according to mathematical equation 3:

Precision = L 5
recision = 0 .. (5)

Recall: The recall metric quantifies the quantity of real
positive data points that the model accurately predicted.
Recall is shown by the following mathematical equation 4:

Recall — — 6
ecall =5 (©®

F-measure: The recall and precision values are used to
generate the F1l-score. The idea of the F1-score is
demonstrated as follows in mathematical equation 5:

2 * precision * recall
F — measure = — v (7)
precision + recall

Atotal of seven formulas are provided, where n displayed
anumber of categories, TP represents a number of positively
predicted samples within a category, TN represents a number
of negatively predicted samples within a category, FP
represents a number of incorrectly forecast positive samples
within a category, and FN displayed a number of positively
predicted samples within a category.

A fundamental assessment metrics used in this research
are f1-score, recall, accuracy, and precision. The reason for
this decision is the very unequal distribution of the Elliptic
dataset's samples.

Timestamos

Fig -7: Distribution of money laundering transaction nodes
across dynamic timestamps.

Figure 7 shows that there are many less nodes linked to
illegal money laundering in an Elliptic dataset compared to
the number of nodes linked to real nodes. In this case, models
have a tendency to do better on categories with more
samples and worse on categories with less samples. There
needs to be a heavy focus on the relatively small criminal
transaction samples since our study is primarily concerned
with forecasting illicit money laundering activities.

4000 f

3000

—Y

f Samples

® 2000 —F
H —_— TN

Nurb

0 )(:::::::::::::::::::=-_-:::::::::j
o 50 100 150 200
Epoch

Fig -8: Trends of different elements in confusion matrix
over

Figure 8's confusion matrix shows that the model is now
producing almost perfect predictions for real-world
transaction data. On the other hand, the TN values are almost
nil, suggesting that it has a very limited capacity to identify
illicit money laundering activities.

Table -3: Classification results of model for anti-money
laundering detection

Parameters Accuracy Precision Recall F1 Score
MLP 98 97.3 99.5 98.4
GCN 97.3 97.5 99.4 98.4
C4.5 [26] 92 92 92 92
KNNJ[27] 92 97 97 97
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Fig -9: Bar graph of Both models’ performance for anti-
money laundering detection

The research on AML applied two ML algorithms, MLP
and GCN, to evaluate their effectiveness. The results, as
summarized in Table 3, demonstrate that both models exhibit
high performance across various metrics. In particular, the
MLP attained a 98.4% F1 score, a 99.5% recall, a 97.3%
precision, and a 98% accuracy rate. Along with a high
accuracy of 97.3%, the suggested GCN model also has a
precision of 97.5%, recall of 99.4%, and an F1 score of 98.4%.
These outcomes reveal that both models are fairly precise in
identifying money laundering activities with slight
differences in accuracy, and recall of MLP compared to GCN,
and precision of GCN compared to MLP. The achieved F1
scores in both models are high which proves the equal
balance of their precision and recall. The above bar graph
(Figure 9) also depicts these metrics, and even though the
performance of both models differs slightly, they are quite
similar, which strengthens their performance in this
application.

Table -4: Comparison between base and proposed models
for anti-money laundering detection

Parameters Accuracy Precision Recall F1 Score
MLP 98 97.3 99.5 98.4
GCN 97.3 97.5 99.4 | 98.4
C4.5 [26] 92 92 92 92
KNN[27] 92 97 97 97

Machine Learning model
Comparison

09294

5 S
9873 07373 o7 &
I

Igz 92 ;

A ccuracy Precision Recall F1 Score

MLP EGCN EC4.5 EKNN

Fig -10: Bar graph of ML models performance comparison
for anti-money laundering detection

Table 4 shows that the suggested MLP and GCN models
outperform the current modern ML models for AML. The MLP
model achieved the highest accuracy (98%), recall (99.5%),
and a high F1 score (98.4%), indicating its excellent overall
performance. In addition, the GCN model did quite well; its
accuracy was 97.3%, precision was 97.5%, recall was 99.4%,
and F1 score was 98.4%. A 77% Figure 10 visually depicts
these performance metrics, clearly demonstrating the MLP
and GCN models' superior capability in accurately and
reliably detecting money laundering activities compared to
the existing models.

5. CONCLUSION AND FUTURE WORK

We provide MLP, a model for predicting money laundering
based on DL, to manage the spatiotemporal complexity of
data related to money laundering transactions and so
mitigate the risks associated with these types of financial
transactions. In this research, we used the Elliptic Bitcoin
Dataset to effectively identify instances of money laundering
by using ML methods, particularly GCN and MLP. Both
models demonstrated high performance, with MLP achieving
98% accuracy and GCN achieving 97.3%, alongside balanced
precision, recall, and F1 scores. These models were able to
detect illegal transactions in a dataset that was otherwise
completely valid, demonstrating their resilience and
practical use. The lack of such data has hindered our capacity
to verify and improve our approaches in a wider range of
circumstances, despite the approach's partial effectiveness in
handling money laundering transaction data. However, a
possible application case for our suggested approach is any
transaction scenario that has distinct transaction
characteristics and transparent transaction flows. Hence, in
order to test and improve our techniques and make them
more applicable to a broader variety of real-world uses,
future research endeavours need to go deeper into
transactions and larger datasets. Future work will focus on
advanced feature engineering, exploring more sophisticated
models, expanding dataset, developing real-time detection
capabilities, operational testing in financial environments,
and addressing integration of transactions with unknown
labels to further enhance the detection of financial crimes.
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